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NEW QUESTION 25

Arabella, a forensic officer, documented all the evidence related to the case in a standard forensic investigation report template. She

filled different sections of the report covering all the details of the crime along with the daily progress of the investigation process.

In which of the following sections of the forensic investigation report did Arabella record the &#8220;nature of the claim and

information provided to the officers&#8221;?

*  Investigation process

*  Investigation objectives

*  Evidence information

*  Evaluation and analysis process

Investigation objectives is the section of the forensic investigation report where Arabella recorded the &#8220;nature of the claim

and information provided to the officers&#8221; in the above scenario. A forensic investigation report is a document that

summarizes the findings and conclusions of a forensic investigation. A forensic investigation report typically follows a standard

template that contains different sections covering all the details of the crime and the investigation process. Investigation objectives is
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the section of the forensic investigation report that describes the purpose and scope of the investigation, the nature of the claim and

information provided to the officers, and the questions or issues to be addressed by the investigation. Investigation process is the

section of the forensic investigation report that describes the steps and methods followed by the investigators, such as evidence

collection, preservation, analysis, etc. Evidence information is the section of the forensic investigation report that lists and describes

the evidence obtained from various sources, such as devices, media, witnesses, etc. Evaluation and analysis process is the section of

the forensic investigation report that explains how the evidence was evaluated and analyzed using various tools and techniques, such

as software, hardware, etc.

NEW QUESTION 26

Dany, a member of a forensic team, was actively involved in an online crime investigation process. Dany&#8217;s main

responsibilities included providing legal advice on conducting the investigation and addressing legal issues involved in the forensic

investigation process. Identify the role played by Dany in the above scenario.

*  Attorney

*  Incident analyzer

*  Expert witness

*  Incident responder

Attorney is the role played by Dany in the above scenario. Attorney is a member of a forensic team who provides legal advice on

conducting the investigation and addresses legal issues involved in the forensic investigation process. Attorney can help with

obtaining search warrants, preserving evidence, complying with laws and regulations, and presenting cases in court3. Reference:

Attorney Role in Forensic Investigation

NEW QUESTION 27

Sam, a software engineer, visited an organization to give a demonstration on a software tool that helps in business development. The

administrator at the organization created a least privileged account on a system and allocated that system to Sam for the

demonstration. Using this account, Sam can only access the files that are required for the demonstration and cannot open any other

file in the system.

Which of the following type of accounts the organization has given to Sam in the above scenario?

*  Service account

*  Guest account

*  User account

*  Administrator account

NEW QUESTION 28

An FTP server has been hosted in one of the machines in the network. Using Cain and Abel the attacker was able to poison the

machine and fetch the FTP credentials used by the admin. You&#8217;re given a task to validate the credentials that were stolen

using Cain and Abel and read the file flag.txt

*  white@hat

*  red@hat

*  hat@red

*  blue@hat

hat@red is the FTP credential that was stolen using Cain and Abel in the above scenario. FTP (File Transfer Protocol) is a protocol

that allows transferring files between a client and a server over a network. FTP requires a username and a password to authenticate

the client and grant access to the server . Cain and Abel is a tool that can perform various network attacks, such as ARP poisoning,

password cracking, sniffing, etc. Cain and Abel can poison the machine and fetch the FTP credentials used by the admin by

intercepting and analyzing the network traffic . To validate the credentials that were stolen using Cain and Abel and read the file

flag.txt, one has to follow these steps:
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Navigate to the Documents folder of Attacker-1 machine.

Double-click on Cain.exe file to launch Cain and Abel tool.

Click on Sniffer tab.

Click on Start/Stop Sniffer icon.

Click on Configure icon.

Select the network adapter and click on OK button.

Click on + icon to add hosts to scan.

Select All hosts in my subnet option and click on OK button.

Wait for the hosts to appear in the list.

Right-click on 20.20.10.26 (FTP server) and select Resolve Host Name option.

Note down the host name as ftpserver.movieabc.com

Click on Passwords tab.

Click on + icon to add items to list.

Select Network Passwords option.

Select FTP option from Protocol drop-down list.

Click on OK button.

Wait for the FTP credentials to appear in the list.

Note down the username as hat and the password as red

Open a web browser and type ftp://hat:red@ftpserver.movieabc.com

Press Enter key to access the FTP server using the stolen credentials.

Navigate to flag.txt file and open it.

Read the file content.

NEW QUESTION 29

An loT device placed in a hospital for safety measures has sent an alert to the server. The network traffic has been captured and

stored in the Documents folder of the &#8220;Attacker Machine-1&#8221;. Analyze the loTdeviceTraffic.pcapng file and identify

the command the loT device sent over the network. (Practical Question)
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*  Tempe_Low

*  Low_Tem p e

*  High_Tcmpe

*  Temp_High

The loT device sent the command Temp_High over the network, which indicates that the temperature in the hospital was above the

threshold level. This can be verified by analyzing the loTdeviceTraffic.pcapng file using a network protocol analyzer tool such as

Wireshark4. The command Temp_High can be seen in the data field of the UDP packet sent from the loT device (192.168.0.10) to

the server (192.168.0.1) at 12:00:03. The screenshot below shows the packet details5: Reference: Wireshark User&#8217;s Guide,

[loTdeviceTraffic.pcapng]

NEW QUESTION 30

Cassius, a security professional, works for the risk management team in an organization. The team is responsible for performing

various activities involved in the risk management process. In this process, Cassius was instructed to select and implement

appropriate controls on the identified risks in order to address the risks based on their severity level.

Which of the following risk management phases was Cassius instructed to perform in the above scenario?

*  Risk analysis

*  Risk treatment

*  Risk prioritization

*  Risk identification

Risk treatment is the risk management phase that Cassius was instructed to perform in the above scenario. Risk management is a

process that involves identifying, analyzing, evaluating, treating, monitoring, and reviewing risks that can affect an

organization&#8217;s objectives, assets, or operations. Risk management phases can be summarized as follows: risk identification,

risk analysis, risk prioritization, risk treatment, and risk monitoring . Risk identification is the risk management phase that involves

identifying and documenting potential sources, causes, events, and impacts of risks. Risk analysis is the risk management phase that

involves assessing and quantifying the likelihood and consequences of risks. Risk prioritization is the risk management phase that

involves ranking risks based on their severity level and determining which risks need immediate attention or action. Risk treatment

is the risk management phase that involves selecting and implementing appropriate controls or strategies to address risks based on

their severity level . Risk treatment can include avoiding, transferring, reducing, or accepting risks. Risk monitoring is the risk

management phase that involves tracking and reviewing the performance and effectiveness of risk controls or strategies over time.

NEW QUESTION 31

The IH&R team in an organization was handling a recent malware attack on one of the hosts connected to the organization&#8217;s

network. Edwin, a member of the IH&R team, was involved in reinstating lost data from the backup medi a. Before performing this

step, Edwin ensured that the backup does not have any traces of malware.

Identify the IH&R step performed by Edwin in the above scenario.

*  Eradication

*  Incident containment

*  Notification

*  Recovery

Recovery is the IH&R step performed by Edwin in the above scenario. IH&R (Incident Handling and Response) is a process that

involves identifying, analyzing, containing, eradicating, recovering from, and reporting on security incidents that affect an

organization&#8217;s network or system. Recovery is the IH&R step that involves restoring the normal operation of the system or

network after eradicating the incident. Recovery can include reinstating lost data from the backup media, applying patches or

updates, reconfiguring settings, testing functionality, etc. Recovery also involves ensuring that the backup does not have any traces

of malware or compromise . Eradication is the IH&R step that involves removing all traces of the incident from the system or

network, such as malware, backdoors, compromised files, etc. Incident containment is the IH&R step that involves implementing
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appropriate measures to stop the infection from spreading to other organizational assets and to prevent further damage to the

organization. Notification is the IH&R step that involves informing relevant stakeholders, authorities, or customers about the

incident and its impact.

NEW QUESTION 32

Kason, a forensic officer, was appointed to investigate a case where a threat actor has bullied certain children online. Before

proceeding legally with the case, Kason has documented all the supporting documents, including source of the evidence and its

relevance to the case, before presenting it in front of the jury.

Which of the following rules of evidence was discussed in the above scenario?

*  Authentic

*  Understandable

*  Reliable

*  Admissible

Admissible is the rule of evidence discussed in the above scenario. A rule of evidence is a criterion or principle that determines

whether a piece of evidence can be used in a legal proceeding or investigation. Admissible is a rule of evidence that states that the

evidence must be relevant, reliable, authentic, and understandable to be accepted by a court or a jury . Admissible also means that

the evidence must be obtained legally and ethically, without violating any laws or rights. In the scenario, Kason has documented all

the supporting documents, including source of the evidence and its relevance to the case, before presenting it in front of the jury,

which means that he has followed the admissible rule of evidence. Authentic is a rule of evidence that states that the evidence must

be original or verifiable as genuine and not altered or tampered with. Understandable is a rule of evidence that states that the

evidence must be clear and comprehensible to the court or jury and not ambiguous or confusing. Reliable is a rule of evidence that

states that the evidence must be consistent and trustworthy and not based on hearsay or speculation.

NEW QUESTION 33

Alex, a certified security professional, works for both aggressor and defender teams. His team&#8217;s main responsibility involves

enhancing protection and boosting the security standards of the organization. Identify Alex&#8217;s team in this scenario.

*  White team

*  Purple learn

*  Blue team

*  Red team

Purple team is the team that Alex works for in this scenario. A team is a group of people that work together to achieve a common

goal or objective. A team can have different types based on its role or function in an organization or a project. A purple team is a

type of team that works for both aggressor and defender teams. A purple team can be used to enhance protection and boost the

security standards of an organization by performing various tasks, such as testing, evaluating, improving, or integrating the security

measures implemented by the defender team or exploited by the aggressor team. In the scenario, Alex is a certified security

professional who works for both aggressor and defender teams. His team&#8217;s main responsibility involves enhancing

protection and boosting the security standards of the organization. This means that he works for a purple team. A white team is a

type of team that acts as an observer or an arbitrator between the aggressor and defender teams. A white team can be used to

monitor, evaluate, or adjudicate the performance or outcome of the aggressor and defender teams by providing feedback, guidance,

or rules. A blue team is a type of team that acts as a defender or a protector of an organization&#8217;s network or system. A blue

team can be used to prevent, detect, or respond to attacks from external or internal threats by implementing various security

measures, such as firewalls, antivirus, encryption, etc. A red team is a type of team that acts as an attacker or an adversary of an

organization&#8217;s network or system. A red team can be used to simulate realistic attacks from external or internal threats by

exploiting various vulnerabilities, weaknesses, or gaps in the organization&#8217;s security posture.

NEW QUESTION 34
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Finley, a security professional at an organization, was tasked with monitoring the organizational network behavior through the SIEM

dashboard. While monitoring, Finley noticed suspicious activities in the network; thus, he captured and analyzed a single network

packet to determine whether the signature included malicious patterns. Identify the attack signature analysis technique employed by

Finley in this scenario.

*  Context-based signature analysis

*  Atomic-signature-based analysis

*  Composite signature-based analysis

*  Content-based signature analysis

Content-based signature analysis is the attack signature analysis technique employed by Finley in this scenario. Content-based

signature analysis is a technique that captures and analyzes a single network packet to determine whether the signature included

malicious patterns. Content-based signature analysis can be used to detect known attacks, such as buffer overflows, SQL injections,

or cross-site scripting2.

NEW QUESTION 35

Thomas, an employee of an organization, is restricted to access specific websites from his office system. He is trying to obtain

admin credentials to remove the restrictions. While waiting for an opportunity, he sniffed communication between the administrator

and an application server to retrieve the admin credentials. Identify the type of attack performed by Thomas in the above scenario.

*  Vishing

*  Eavesdropping

*  Phishing

*  Dumpster diving

NEW QUESTION 36

The IH&R team in an organization was handling a recent malware attack on one of the hosts connected to the organization&#8217;s

network. Edwin, a member of the IH&R team, was involved in reinstating lost data from the backup medi a. Before performing this

step, Edwin ensured that the backup does not have any traces of malware.

Identify the IH&R step performed by Edwin in the above scenario.

*  Eradication

*  Incident containment

*  Notification

*  Recovery

NEW QUESTION 37

Karter, a security professional, deployed a honeypot on the organization&#8217;s network for luring attackers who attempt to

breach the network. For this purpose, he configured a type of honeypot that simulates a real OS as well as applications and services

of a target network. Furthermore, the honeypot deployed by Karter only responds to preconfigured commands.

Identify the type of Honeypot deployed by Karter in the above scenario.

*  Low-interaction honeypot

*  Pure honeypot

*  Medium-interaction honeypot

*  High-interaction honeypot

NEW QUESTION 38

Kayden successfully cracked the final round of interview at an organization. After few days, he received his offer letter through an
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official company email address. The email stated that the selected candidate should respond within a specified time. Kayden

accepted the opportunity and provided e-signature on the offer letter, then replied to the same email address. The company validated

the e-signature and added his details to their database. Here, Kayden could not deny company&#8217;s message, and company

could not deny Kayden&#8217;s signature.

Which of the following information security elements was described in the above scenario?

*  Availability

*  Non-repudiation

*  Integrity

*  Confidentiality

NEW QUESTION 39

Paul, a computer user, has shared information with his colleague using an online application. The online application used by Paul

has been incorporated with the latest encryption mechanism. This mechanism encrypts data by using a sequence of photons that have

a spinning trait while traveling from one end to another, and these photons keep changing their shapes during their course through

filters: vertical, horizontal, forward slash, and backslash.

Identify the encryption mechanism demonstrated in the above scenario.

*  Quantum cryptography

*  Homomorphic encryption

*  Rivest Shamir Adleman encryption

*  Elliptic curve cryptography

Quantum cryptography is the encryption mechanism demonstrated in the above scenario. Quantum cryptography is a branch of

cryptography that uses quantum physics to secure data transmission and communication. Quantum cryptography encrypts data by

using a sequence of photons that have a spinning trait, called polarization, while traveling from one end to another. These photons

keep changing their shapes, called states, during their course through filters: vertical, horizontal, forward slash, and backslash.

Quantum cryptography ensures that any attempt to intercept or tamper with the data will alter the quantum states of the photons and

be detected by the sender and receiver . Homomorphic encryption is a type of encryption that allows computations to be performed

on encrypted data without decrypting it first. Rivest Shamir Adleman (RSA) encryption is a type of asymmetric encryption that uses

two keys, public and private, to encrypt and decrypt data. Elliptic curve cryptography (ECC) is a type of asymmetric encryption that

uses mathematical curves to generate keys and perform encryption and decryption.

NEW QUESTION 40

An FTP server has been hosted in one of the machines in the network. Using Cain and Abel the attacker was able to poison the

machine and fetch the FTP credentials used by the admin. You&#8217;re given a task to validate the credentials that were stolen

using Cain and Abel and read the file flag.txt

*  white@hat

*  red@hat

*  hat@red

*  blue@hat

NEW QUESTION 41

Ruben, a crime investigator, wants to retrieve all the deleted files and folders in the suspected media without affecting the original

files. For this purpose, he uses a method that involves the creation of a cloned copy of the entire media and prevents the

contamination of the original media.

Identify the method utilized by Ruben in the above scenario.
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*  Sparse acquisition

*  Bit-stream imaging

*  Drive decryption

*  Logical acquisition

Bit-stream imaging is the method utilized by Ruben in the above scenario. Bit-stream imaging is a method that involves creating a

cloned copy of the entire media and prevents the contamination of the original media. Bit-stream imaging copies all the data on the

media, including deleted files and folders, hidden partitions, slack space, etc., at a bit level. Bit-stream imaging preserves the

integrity and authenticity of the digital evidence and allows further analysis without affecting the original media. Sparse acquisition

is a method that involves creating a partial copy of the media by skipping empty sectors or blocks. Drive decryption is a method that

involves decrypting an encrypted drive or partition using a password or a key. Logical acquisition is a method that involves creating

a copy of the logical files and folders on the media using file system commands.
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