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Prepare PCCSE Exam Questions[2024 Recently Updated Questions Give push to your success with PCCSE exam questions

To be eligible to take the PCCSE exam, candidates must have at |east one year of experience in cloud security and hold a current
certification in either the Palo Alto Networks Certified Network Security Engineer (PCNSE) or the Palo Alto Networks Certified
Prisma Access Security Engineer (PCSSE) exam. The PCCSE exam is a proctored exam that can be taken online from anywhere in
the world. PCCSE exam consists of 60 multiple-choice questions and must be completed within 120 minutes.

NEW QUESTION 135

The security auditors need to ensure that given compliance checks are being run on the host. Which option isavalid host
compliance policy?

* Ensure compliant Docker daemon configuration

* Ensure functions are not overly permissive.

* Ensure images are created with a non-root user

* Ensure host devices are not directly exposed to containers.
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NEW QUESTION 136

An administrator needs to write a script that automatically deactivates access keys that have not been used for

30 days.

In which order should the API calls be used to accomplish this task? (Drag the steps into the correct order from the first step to the

last.) Select and Place:
Answer Area

Unordered Options

Ordered Op’uons

POST https://api.prismacloud.io/login

Lpsitoo™

L |
Yy CAS®

GET
https://api. pnsﬂ\:@golaccess keys

fﬂ. nd\j]f

PATCH
https://api.prismacloud.io/access_keys/
<id>/status/<status>

Answer Area

Unordered Options

Ordered Op’uons

POST https://api.prismacloud.io/login

GET = \ |}
ﬁ@%ﬁpgﬁnacloud io/access_keys

ﬁTEE-;r)S J/api. pﬂmg

-lo/access_keys

R SATE

PATCH
https://api.prismacloud.io/access_keys/
<id>/status/<status>

Explanation

PATCH
https://api.prismacloud.io/access_keys/
<id>/status/<status>

POST https://api.prismacloud.io/login

A picture containing graphical user interface Description automatically generated
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Answer Area
Unordered Options Orde;%Options

POST https://api.prismacloud.io/login GET _~& GO\

=" W%‘pwh’smacloud.io/access_keys

. dUﬁg% 1y
% af%ﬁ*ﬂ
GET 3 %e Q.v' PATCH
https://api.pris@@ %}}1 slo/access_keys https://api.prismacloud.io/access_keys/
<id>/status/<status>

PATCH POST https://api.prismacloud.io/login
https://api.prismacloud.io/access_keys/
<id>/status/<status>

NEW QUESTION 137

Which two actions are required in order to use the automated method within Amazon Web Services (AWS) Cloud to streamline the
process of using remediation in the identity and access management (IAM) module?

(Choose two.)

* Install boto3 & requests library.

* Configure IAM Azure remediation script.

* Integrate with Azure Service Bus.

* Configure IAM AWS remediation script.

To utilize the automated method for remediation within the Amazon Web Services (AWS) Cloud, specifically for the Identity and
Access Management (IAM) module, two critical actions are required: installing the boto3 and requests libraries, and configuring the
IAM AWS remediation script.

The boto3 library is AWS& #8217;s SDK for Python, allowing Python developers to write software that makes use of serviceslike
Amazon S3 and Amazon EC2. The requests library isaPython HTTP library designed for human beings, enabling easy interaction
with HTTP services. Together, these libraries are foundational for scripting AWS services, including automating remediation tasks
within IAM.

Configuring the IAM AWS remediation script is the second critical step. This script istailored to interact with AWS IAM to
automate the remediation of identified security issues, such as excessive permissions, unused IAM roles, or improperly configured
policies. The script uses the boto3 library to communicate with AWS services, applying the necessary changesto align IAM
configurations with security best practices.

These actions are essential for leveraging automation to enhance IAM security within AWS, ensuring that IAM configurations
adhere to the principle of least privilege and other security best practices. This approach aligns with Prisma Cloud& #3217;s
capabilities and recommendations for cloud security, emphasizing the importance of automation in maintaining a robust security
posture, as discussed in resources like the & #8220;Prisma Cloud Visibility and Control Qualification Guide& #8221; and the
&#8220;Guide to Cloud Security Posture Management Tools.& #8221; References:

* &#8220;Prisma Cloud Visibility and Control Qualification Guide& #8221, highlights the significance of automated security
controls and remediation within cloud environments, supporting the use of scripts and libraries for IAM remediation in AWS.
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* &#8220;Guide to Cloud Security Posture Management Tools& #8221; emphasizes the importance of automation in cloud security,
particularly for managing and remediating IAM configurations to ensure compliance and minimize risks.

NEW QUESTION 138

In which two ways can Prisma Cloud images be retrieved in Prisma Cloud Compute Self-Hosted Edition?

(Choose two.)

* Pull the images from the Prisma Cloud registry without any authentication.

*Authenticate with Prisma Cloud registry, and then pull the images from the Prisma Cloud registry.

* Retrieve Prisma Cloud images using URL auth by embedding an access token.

* Download Prisma Cloud images from github.pal oaltonetworks.com.

In Prisma Cloud Compute Self-Hosted Edition, images can be retrieved by first authenticating with the Prisma Cloud registry and
then pulling the images from the Prisma Cloud registry. This process ensures secure access to Prisma Cloud images, as
authentication is required to access the registry. By using authentication, Prisma Cloud ensures that only authorized users can
retrieve and deploy Prisma Cloud images, maintaining the security and integrity of the deployment.

NEW QUESTION 139

A customer has a requirement to restrict any container from resolving the name www.evil-url.com.

How should the administrator configure Prisma Cloud Compute to satisfy this requirement?

* Choose &#8220;copy into rule& #8221; for any Container, set www.evil-url.com as a blocklisted DNS name in the Container
policy and set the policy effect to aert.

* Set www.evil-url.com as a blocklisted DNS name in the default Container runtime policy, and set the effect to block.

* Choose &#8220;copy into rule& #8221; for any Container, set www.evil-url.com as a blocklisted DNS name, and set the effect to
prevent.

* Set www.evil-url.com as a blocklisted DNS name in the default Container policy and set the effect to prevent.

To restrict any container from resolving the name www.evil-url.com, the administrator should set www.evil-url.com as a blocklisted
DNS name in the default Container policy and set the effect to prevent.

This configuration in Prisma Cloud, or ssimilar CSPM tools, ensures that any attempt to resolve the specified blocklisted DNS name
within any container will be prevented, thus enhancing security by proactively blocking potential communication with known
malicious domains.

Reference to this feature can be found in the documentation of CSPM tools that offer runtime protection for containers. These tools
allow administrators to define security policies that can include DNS-based controls to prevent containers from accessing known
malicious or undesirable URLSs, thereby preventing potential data exfiltration, malware communication, or other security threats

NEW QUESTION 140

What is the behavior of Defenders when the Console is unreachable during upgrades?

* Defenderswill fail open until the web-socket can be reestablished.

* Defenderswill fail closed until the web-socket can be re-established

* Defenders continue to alert, but not enforce, using the policies and settings most recently cached before upgrading the Console.
* Defenders continue to alert and enforce using the policies and settings most recently cached before upgrading the Console.

NEW QUESTION 141

Which order of steps map a policy to a custom compliance standard?
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(Drag the stepsinto the correct order of occurrence, from the first step to the last.)

Answer Area

Unordered Options

Or?%gfd Options

Add the custom compliance standard
from the drop-down menu

0\

et

" allBlLW.]

Create the custor‘r&b %6%.3-@%%3&

Edit the Policy

Click on Compliance Standards

Answer Area

Unordered Options

Or?%fd Options

Add the custom compliance standard
from the drop-down menu

« ~O\L

m L]
C%@QW%%E Standards

oy N BN ‘&’-'-\...sl-
ard

Create the u:uston;Q ff@%ar’@’es

Create the custom compliance standard

Edit the Policy

Edit the Policy

Click on Compliance Standards

Add the custom compliance standard

from the drop-down menu

Explanation:
1. click on compliance standard.
2. add custom compliance standard.

3. edit policies.

4. add compliance standard from drop-down menu

https://docs.prismacl oudcompute.com/docs/enterprise_edition/compliance/custom_compliance_checks.html#cre The process of
mapping a policy to a custom compliance standard in a security platform like Prisma Cloud by Palo Alto Networks involves several
specific steps. Firstly, one must access the compliance standards, which is typically done by clicking on the & #8220;Compliance
Standards& #8221; section within the platform&#8217;s interface. Thisiswhere al standards, including custom and predefined

ones, are listed.

Next, if the custom compliance standard does not already exist, it must be created. This step involves defining the criteriaand

controls that make up the standard, tailored to the organization& #8217;s specific requirements.
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Once the custom compliance standard isin place, the policy in question needs to be edited. This editing process would involve
configuring the policy to align with the compliance controls outlined in the custom standard, ensuring that the policy will enforce or
check for the necessary requirements as defined by the standard.

Finally, the last step isto formally associate or map the edited policy with the custom compliance standard.

Thisistypically done by adding the policy to the standard, which may involve selecting the custom compliance standard from a
drop-down menu within the policy settings, confirming that this particular policy should be enforced as part of the compliance
checksfor that standard.

This ordered process ensures that policies are properly aligned with the organization& #8217;s compliance goals and can be enforced
and reported on accurately within the security platform.

NEW QUESTION 142

Which alerts are fixed by enablement of automated remediation?
*All applicable open alerts regardless of when they were generated, with alert status updated to

& #8220;resolved& #8221,

* Only the open alerts that were generated before the enablement of remediation, with alert status updated to
& #8220;resolved& #8221,

* All applicable open alerts regardless of when they were generated, with alert status updated to

& #8220;dismissed& #8221;
* Only the open alerts that were generated after the enablement of remediation, with alert status updated to

& #8220;resolved& #8221,

When automated remediation is enabled in Prisma Cloud, it is designed to address all applicable open alerts, regardless of when they
were generated. The system automatically applies remediation actions to resolve the identified security issues or compliance
violations that triggered the alerts. Once the remediation actions are successfully completed, the system updates the status of the
affected alerts to & #8220;resolved,& #8221, indicating that the security issues have been addressed. This feature helps streamline the
remediation process, reducing the manual effort required by security teams and ensuring that security issues are promptly resolved to
maintain the integrity and security of the cloud environment.

NEW QUESTION 143

How is the scope of each rule determined in the Prisma Cloud Compute host runtime policy?

* By the collection assigned to that rule

* By thetarget workload

* By theorder inwhich it is created

* By thetype of network traffic it controls

In Prisma Cloud Compute, the scope of each rule within the host runtime policy is determined by the collection assigned to that rule.
Collectionsin Prisma Cloud are logical groupings of resources, such as hosts, containers, or cloud accounts, that share common
attributes or security requirements. By associating a rule with a specific collection, administrators can precisely define the context
and applicability of the rule, ensuring that the runtime protection mechanisms are accurately targeted and effective. This approach
enables granular control over security policies, allowing for tailored security measures that reflect the unique characteristics and
needs of different resource groups within the multicloud environment.

NEW QUESTION 144
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An administrator has been tasked with a requirement by your DevSecOps team to write a script to continuously query
programmatically the existing users, and the user& #8217;s associated permission levels, in a Prisma Cloud Enterprise tenant.

Which public documentation location should be reviewed to help determine the required attributes to carry out this step?

* Prisma Cloud Administrator&#8217;s Guide (Compute)

* Prisma Cloud API Reference

* Prisma Cloud Compute API Reference

* Prisma Cloud Enterprise Administrator&#8217;s Guide

For scripting and programmatically querying user information and permissions within Prisma Cloud, the Prisma Cloud Compute
API Reference is the most suitable resource. This API reference provides detailed information on the available endpoints, request
formats, and response structures, specifically tailored for compute-related queries, including user and permission management
within the Prisma Cloud Compute module. This resource is part of Prisma Cloud& #8217;s comprehensive documentation that
supports automation and integration with third-party systems, aligning with the platform&#8217;s API-first approach to security
management.

NEW QUESTION 145

Which policy type in Prisma Cloud can protect against malware?
* Data

* Config

* Network

* Event

Reference:

The Data policy typein Prisma Cloud is designed to protect against malware by scanning data and files for malicious content. This
policy type helpsin identifying and mitigating malware threats in the cloud environment.

NEW QUESTION 146

A customer is reviewing Container audits, and an audit has identified a cryptominer attack. Which three options could have
generated this audit? (Choose three.)

* The value of the mined currency exceeds $100.

* High CPU usage over time for the container is detected.

* Common cryptominer process name was found.

* The mined currency is associated with a user token.

* Common cryptominer port usage was found.

NEW QUESTION 147

What is the function of the external 1D when onboarding a new Amazon Web Services (AWS) account in Prisma Cloud?

* |tisaUUID that establishes atrust relationship between the Prisma Cloud account and the AWS account in order to extract data.
* |t isthe default name of the PrismaCloudApp stack.

* |t isthe resource name for the Prisma Cloud Role.

* |t isaunique identifier needed only when Monitor & Protect mode is selected.

NEW QUESTION 148

An administrator has been tasked with creating a custom service that will download any existing compliance report from a Prisma
Cloud Enterprise tenant.
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In which order will the APIs be executed for this service?
(Drag the stepsinto the correct order of occurrence, from the first step to the last.)
Answer Area

Unordered Options Ordered Options
v

coftt

POST https://api.prismacloud.io/login

=
) ndumpg

LA™

.

L i)
ﬁtEt;TJs J/api. pns&k@goﬁeport

L | ﬁ"‘
L 1
'ﬁ

GET

https://api.prismacloud.io/report/id/

download

Answer Area

Unordered Options Ordered Op’ﬂons

POST https://api.prismacloud.io/login | IPOST hﬁﬁ/wﬁ&r%cloud io/login T
I
I

1

| | S

: . Aduim p

GET
https://api.prismacloud.io/report

ﬁtEt;TJs J/api. pnsﬂ&@goﬁeport

GET | TGET
https://api.prismacloud.io/report/id/ : https://api.prismacloud.io/report/id/
download | | {download

Explanation:

1. Post /Login 2. Get /report 3. Get report/id/download
NEW QUESTION 149

What will happen when a Prisma Cloud Administrator has configured agentless scanning in an environment that also has Host and
Container Defenders deployed?

* Agentless scan will automatically be disabled, so Defender scans are the only scans occurring.

* Agentless scans do not conflict with Defender scans, so both will run.

* Defender scans will automatically be disabled, so agentless scans are the only scans occurring.

* Both agentless and Defender scans will be disabled and an error message will be received.

In a Prisma Cloud environment where both agentless scanning and Defender-based scans (Host and Container Defenders) are
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configured, there is no inherent conflict between these two scanning methods. Both agentless scans and Defender scans are designed
to complement each other, providing comprehensive coverage and depth in the security analysis of the environment. Agentless scans
offer abroad, less intrusive overview, while Defender scans provide deep, detailed insights into the security posture. Therefore, both
types of scanswill run concurrently, enhancing the overall security visibility and protection of the environment without disabling or
interfering with each other&#8217;s operations.

The agentless scanning architecture lets you inspect a host and the container images in that host without having to install an agent or
affecting its execution.

https://docs.pal oal tonetworks.com/prismalprisma-cl oud/prisma-cl oud-admin-compute/agentl ess-scanning/onboar
NEW QUESTION 150

An administrator has deployed Console into a Kubernetes cluster running in AWS. The administrator also has configured aload
balancer in TCP passthrough mode to listen on the same ports as the default Prisma Compute Console configuration.

In the build pipeline, the administrator wants twistcli to talk to Console over HTTPS. Which port will twistcli need to use to access
the Prisma Compute APIS?

* 8084

* 443

* 8083

* 8081

When the administrator wants twistcli to communicate with the Console over HTTPS in a Kubernetes cluster, and considering the
load balancer is configured in TCP passthrough mode, A. 8084 istypically the port used for secure HTTPS communication with the
Prisma Compute Console. This port will allow twistcli to access the Prisma Compute APIs securely.

https://docs.prismacloudcompute.com/docs/compute_edition_21_04/tool s/twistcli.html#connectivity-to-console
NEW QUESTION 151

The compliance team needs to associate Prisma Cloud policies with compliance frameworks. Which option should the team select to
perform thistask?

* Custom Compliance

* Policies

* Compliance

* Alert Rules

Reference:

compliance/compliance-dashboard.html

NEW QUESTION 152

The development team is building pods to host aweb front end, and they want to protect these pods with an application firewall.
Which type of policy should be created to protect this pod from Layer7 attacks?

* The development team should create a WAAS rule for the host where these pods will be running.

* The development team should create a WAAS rule targeted at all resources on the host.

* The development team should create a runtime policy with networking protections.

* The development team should create a WAAS rule targeted at the image name of the pods.
To protect the pods hosting aweb front end from Layer 7 attacks, the devel opment team should create a Web Application and AP
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Security (WAAYS) rule targeted at the image name of the pods. This approach allows the policy to specifically protect the
applications running within the pods against sophisticated attacks that target the application layer.

https://docs.pal oaltonetworks.com/prismalprisma-cl oud/prisma-cloud-admin-compute/waas/deploy waas
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